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Abstract: Blockchain technology is becoming an important tool for secure financial transactions. It supports
decentralized finance (DeFi) services and innovative auditing methods. This paper provides an overview of
how blockchain is utilized in financial modeling, with a focus on decentralized finance (DeFi) and auditing.
This study explains the basic technology behind popular blockchain systems, like public platforms such as
Ethereum (with smart contracts and oracle networks), and private systems like Hyperledger Fabric. This
study also examines advanced methods, such as zero-knowledge proofs. This study demonstrates how these
tools facilitate the development of financial models in DeFi by enabling peer-to-peer services without
requiring trust, and in auditing by enhancing data transparency and security. This study compares different
blockchains in terms of speed, cost, and scalability. Security issues (like smart contract bugs or attacks on
consensus) and practical problems (like trusting oracles and following laws) are also discussed. The review
article examines the challenges of using blockchain and explores some of the latest solutions, including
Ethereum’s transition to proof-of-stake, sharding for improved scalability, and the application of zero-
knowledge proof for enhanced privacy. This study also suggests future research topics, including connecting
different blockchains, verifying smart contracts with formal methods, developing more effective rules and
regulations, and training skilled workers. The goal is to help researchers and professionals understand the
current situation and future of blockchain in finance and auditing.
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1. Introduction

Financial markets and institutions are beginning to utilize blockchain for secure and transparent
transaction processing (Segun Adanigbo et al., 2024). The primary features of blockchain decentralization,
immutable records, and robust cryptographic security provide a novel approach to financial modeling.
Instead of using central systems, transaction rules and asset behavior are stored on shared digital ledgers
(Schir, 2021). One popular example is Decentralized Finance (DeFi). This is a group of financial apps built
on public blockchains, such as Ethereum. DeFi tries to copy traditional financial services (like trading,
lending, and issuing assets), but in an open and permissionless way (Schir, 2021). At its peak in late 2021,
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the total value locked (TVL) in DeFi exceeded $250 billion, demonstrating rapid growth and substantial
amounts of capital being managed on blockchain systems (Bhambhwani & Huang, 2024).

At the same time, the auditing and accounting field is exploring blockchain to improve the accuracy of
financial records. Because blockchain maintains a record that cannot be altered, it enables auditors to verify
data in real-time and create more robust audit trails. However, blockchain in finance also faces big
challenges. In DeFi, smart contracts sometimes contain bugs or weaknesses that result in significant losses,
highlighting the need for robust audits and formal code reviews (Y. Zhang et al., 2025). Traditional auditors
also face problems: for example, a transaction on the blockchain may not prove that something real
happened outside the system. This means we need clear regulations and ways to connect digital records to
real-world events. Another issue is performance. Current blockchains, particularly Ethereum, can be slow
and costly, with limitations on the number of transactions they can handle. There are also open questions
about how to integrate blockchain systems with today’s financial systems and regulations, without
compromising the benefits of decentralization and transparency (Zhang et al., 2025).

This paper reviews the latest blockchain methods for secure financial transactions, with a focus on DeFi
and auditing use cases. First, this study explains the technology behind popular platforms like Ethereum and
Hyperledger, as well as tools such as smart contracts, oracles, and zero-knowledge proofs. Next, this study
compares how these tools are utilized in DeFi versus auditing, examining performance (including speed,
cost, and scalability) and security concerns. This study also examines key challenges, including technical
issues (such as consensus limits and privacy concerns), as well as legal and governance concerns. Finally,
this study lists future research topics. These include better scaling methods (like Layer-2, sharding, and
faster consensus), stronger ways to audit security, and creating common standards for compatibility and
legal compliance. Our goal is to give a useful overview for researchers and professionals working with
blockchain in finance and accounting, using recent studies to support real-world research and projects.

2. Literature Review

In this section, this study reviews the fundamental blockchain technology that enables secure financial
transactions, particularly for applications such as decentralized finance (DeFi) and auditing. This study
examines the distinctions between public and private blockchains, the operation of smart contracts, the
integration of external data into blockchains via oracles, and the enhancement of privacy and security
through advanced tools, such as zero-knowledge proofs. These are the primary components that people use
to construct financial systems on blockchain.

2.1 Public Blockchain Platforms (Ethereum and DeFi)

Ethereum is a good example of a public (or permissionless) blockchain, and it's widely used in
decentralized finance (DeFi). It was proposed by Vitalik Buterin in 2013 as a kind of “world computer” and
introduced smart contracts that can run on a shared, global ledger (Zheng et al., 2020). On Ethereum, anyone
can create and run smart contracts or join the network as a user or validator without needing permission.
The system is designed to prioritize security and decentralization over speed and efficiency. Every
transaction and contract is verified and validated across all the network’s nodes to ensure accuracy and
correctness. This means contracts always run exactly as written, and all changes (like value transfers) are
permanent and visible to everyone (Scherer, 2017). But this design comes with limits. The older version of
Ethereum used Proof-of-Work, which could only handle about 15 transactions per second (Bez et al., 2019;
Kaur & Gandhi, 2020). This often caused slowdowns and high transaction fees, especially when the network
was busy. In 2021, for example, fees sometimes reached tens or even hundreds of dollars for a single
transaction, making it difficult for many people to use (Zheng et al., 2020).

To fix these problems, Ethereum started its upgrade plan (called Ethereum 2.0). In 2022, it transitioned
to Proof-of-Stake (referred to as “the Merge”), which eliminated the need for energy-intensive mining and
prepared the system for future updates, such as sharding (Rashid et al., 2025). Sharding will divide the
network into smaller parts to handle more transactions simultaneously. Additionally, Layer-2 solutions, such
as rollups and state channels, assist by performing most of the work off the main chain, then sending only
the final results back to Ethereum (Bez et al., 2019). These changes are expected to increase Ethereum’s
speed from just a few transactions per second to thousands, a necessary step if global financial systems are
to run on blockchain.

Ethereum is crucial in DeFi because it was the first to utilize smart contracts, which enable complex
financial rules to execute directly on the blockchain. Most DeFi applications, such as decentralized
exchanges, lending platforms, stablecoins, and derivatives, are built as smart contracts on the Ethereum
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blockchain. These apps benefit from Ethereum’s strong security and ability to connect with each other.
Because Ethereum is open and permissionless, anyone can build a new financial product that works with
existing ones. This has created a lively “money Lego” system, where many parts fit and work together
(Schér, 2021). Another big advantage is transparency. Since everything on Ethereum is public, DeFi brings
anew level of openness to finance. All actions, including trades, loans, and collateral deposits, are recorded
on a permanent ledger that is accessible to anyone for review (Schér, 2021). This can help keep markets
honest, but it also creates privacy problems, because people’s account balances and transactions are visible.
Some privacy methods, such as zero-knowledge proofs, can help with this. A key challenge in Ethereum-
based DeFi is the need for external data, including asset prices and interest rates. This data comes through
oracles. However, if an oracle provides incorrect data, it can cause significant problems, such as accidental
liquidations on lending platforms (Kadeba, 2024). Thus, Ethereum provides a strong foundation for secure
financial systems within an open network. It still has its limitations, such as high costs and low speed, but
ongoing updates are working to address these issues.

2.2. Permissioned Blockchain Platforms (Hyperledger and Enterprise)

Unlike public blockchains, permitted blockchains like Hyperledger Fabric are made for private groups
or businesses, where all participants and validators are known. Hyperledger Fabric is an open-source project
under the Linux Foundation. It doesn’t use proof-of-work. Instead, it uses a flexible consensus method and
a network with access control. Only approved nodes can approve transactions and assist in ordering them.
This eliminates the need for heavy mining, allowing for significantly improved performance. In Fabric,
transactions undergo two steps: first, they are endorsed, and then they are ordered and confirmed (Y. Zhang
et al., 2025). This setup separates the transaction logic from the agreement on the order. Thanks to this
design and the smaller, trusted network, Fabric can handle hundreds to thousands of transactions per second,
significantly more than Ethereum can currently handle. In normal setups, Fabric has achieved approximately
2000 TPS, and in research tests with special modifications, it has reached up to 20,000 TPS (Vera-Rivera,
2022). The transaction is also much faster. Fabric utilizes consensus methods such as Crash Fault Tolerance
(CFT) or Byzantine Fault Tolerance (BFT) in small networks, which can confirm blocks in just a few
seconds. In contrast, Ethereum (especially during the PoW period) required minutes to confirm a transaction
was final. Due to their high speed and low latency, permissioned blockchains like Fabric are well-suited for
use cases that require the rapid processing of large amounts of data, such as bank payments, supply chain
finance, or real-time audits within companies.

Hyperledger Fabric is designed to meet business needs, featuring robust privacy and security controls.
It allows data on the ledger to be separated into channels, so only the people involved in a transaction can
see it. This helps protect confidential information, which is challenging to do on public blockchains. Smart
contracts in Fabric are called “chaincode”, and they can be written in common programming languages like
Go or Java. These contracts run on specific approved nodes, called endorsing peers (Vera-Rivera, 2022).
This makes it easier to connect blockchain systems with existing company software and comply with legal
regulations. For example, in auditing, a Fabric network could include a company, its auditors, and regulators.
The ledger would store financial records that only those groups can see. Chaincode could help by
automatically checking for compliance or warning about unusual activity. Because the network is
permissioned, private data stays protected. In fact, big accounting firms have already tested this. PwC, for
example, developed a blockchain audit tool utilizing a permissioned ledger, which reportedly reduced
reconciliation time by 90% by automatically matching transactions (Y. Zhang et al., 2025). This
demonstrates how permissioned blockchains, such as Fabric, can enhance audits by automating tasks and
sharing data in real-time.

Hyperledger Fabric is designed for business use, with strong privacy and security features. It allows to
split data into channels, so only the individuals involved in a transaction can view it. This helps keep private
information safe, which is difficult to do on public blockchains. Smart contracts in Fabric are called
“chaincode”, and they can be written in common languages like Go or Java. These contracts run on special
approved nodes called endorsing peers (Vera-Rivera, 2022). This setup facilitates easier integration of
blockchain with existing company systems and adherence to legal regulations. For example, in an auditing
case, a Fabric network could include a company, its auditors, and regulators. The ledger would store
financial data that only these groups can see. Chaincode can automatically check for compliance or alert
when something appears to be incorrect. Since the network is permissioned and private, data remains secure.
Big accounting firms have already tried this. PwC, for instance, built a blockchain audit system with a
permissioned ledger. It reportedly reduced reconciliation time by 90% by matching transactions
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automatically (Zhang et al., 2025). This demonstrates that permissioned blockchains, such as Fabric, can
facilitate faster and easier audits by leveraging automation and real-time data sharing.

2.3. Smart Contracts and Financial Automation

Smart contracts are a crucial component of financial systems built on blockchain. The idea originated
in the 1990s with Nick Szabo, but it gained significant traction with the launch of Ethereum (Szabo, 2017).
A smart contract is essentially a program on the blockchain that executes automatically when specific
conditions are met. In DeFi, smart contracts handle the rules of financial services. For example, a lending
contract can calculate interest, manage collateral, and initiate liquidation without requiring any human
intervention. One significant benefit of smart contracts is the enhanced trust they provide, and they don’t
need to rely on a bank or middleman; the contract’s code is open for anyone to check and will always do
exactly what it’s written to do (Savelyev, 2017). This makes it hard for anyone to break the agreement or
change the rules. That’s why smart contracts are seen as helpful in solving trust issues in finance; they ensure
both sides keep their promises (John et al., 2023). DeFi platforms utilize smart contracts to develop services
similar to those of banks, exchanges, and asset managers, all without the need for a central company. Things
like stablecoins and automated trading run 24/7 using just code.

But even though smart contracts are powerful, they also come with serious risks. Since they control
real money, any bugs or mistakes in the code can result in substantial losses. Unlike regular software, smart
contracts are hard, or sometimes impossible, to fix once they’re on the blockchain, because the code
becomes permanent. A notable case occurred in 2017 when a bug in an Ethereum multisignature wallet
locked approximately $150 million worth of Ether, and the funds couldn’t be recovered (Buhler, 2025).
Many studies have identified common problems in smart contracts, such as reentrancy bugs or integer
overflows, and have documented real-world attacks (Schér, 2021). One notable example is the DAO attack
in 2016, where a hacker exploited a reentrancy bug to steal approximately $50 million from a decentralized
fund (Bagirovs, 2025). Since then, numerous similar hacks have occurred in DeFi, highlighting that security
remains a significant issue in blockchain finance (Li et al., 2022; Wang et al., 2022; Liyi Zhou et al., 2023).

To reduce these risks, a new industry of smart contract auditing has grown. Security companies review
the code and sometimes conduct formal testing to ensure it’s safe. Research shows that DeFi projects with
more audits, especially those conducted by well-known firms, tend to attract more investment and earn
users’ trust (Bhambhwani & Huang, 2024). One study examined 316 DeFi projects and found that those
reviewed by multiple independent auditors had a higher total value locked (TVL) and better market value.
Obtaining even one audit provided a clear boost in confidence and attracted more users and funding
(Kadeba, 2024; Vera-Rivera, 2022). These results demonstrate that robust audits and thorough quality
checks are crucial in DeFi. In many ways, they serve as a substitute for traditional banks or regulators,
helping to ensure the safety and integrity of the system.

Another problem with smart contracts today is that they can’t directly access information from outside
the blockchain. Blockchains operate in closed systems, so a smart contract cannot simply check the price of
a stock from a website or confirm if an event occurred in the real world. This issue is often referred to as
the “oracle problem.” John et al. (2023) highlight a key limitation: smart contracts struggle to work with
off-chain data and cannot easily integrate with traditional legal systems in the event of an error. Because
there’s no built-in trusted middleman, linking blockchain programs with the real world needs special tools
called oracles (discussed next). Additionally, if there’s disagreement or confusion, there’s no court or third
party to intervene, unlike in regular systems.

Another challenge is cost. Without intermediaries like banks or clearinghouses, every part of a financial
process must be built into the smart contract. This results in more code, increased redundancy, and additional
cryptographic checks for enhanced security. Ironically, removing middlemen can make the system more
expensive, in terms of computing power, storage, and time needed for development (John et al., 2023). This
cost is reflected in blockchain fees and the work each node must perform to maintain system security.
Researchers in finance and computer science are developing solutions, such as enhanced virtual machines,
faster bytecode, and methods to more easily connect smart contracts with real-world data and legal systems
(John et al., 2023).

2.4. Oracles: Bridging Blockchain with Real-World Data

Oracles play a crucial role in blockchain-based financial systems, as they integrate real-world data into
smart contracts. Many financial contracts require information from outside the blockchain, such as asset
prices, exchange rates, interest rates, or real-world events (for example, if an insurance event occurs). An
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oracle is a service or tool that collects data from off-chain sources and stores it on the blockchain, allowing
smart contracts to utilize it. For example, a DeFi contract for derivatives might require the price of gold in
USD, or an audit system on the blockchain might utilize an oracle to verify an inventory check or a reading
from an IoT sensor. Oracles can be software (extracting data from APIs) or hardware (such as devices
tracking physical events), and they can be simple single feeds or large, decentralized networks where
multiple sources are combined to provide a single value (John et al., 2023).

Even though oracles seem simple, they bring trust and security problems. That’s because they break
the blockchain’s closed and predictable environment. If an oracle provides false data, whether intentionally
or by accident, the consequences can be severe, particularly in finance. In fact, there have been real cases
where DeFi systems were attacked through oracles. One example is from November 2020, when an oracle
exploit on the Compound lending platform resulted in approximately $89 million in unexpected liquidations
(John et al., 2023). Attackers tricked the oracle by using thin markets to display a fake price, causing the
contract to incorrectly believe the collateral had lost value and initiate loan liquidation. This demonstrates
that a smart contract's security is only as strong as the data it receives. If the oracle is wrong or dishonest,
the contract can fail. As a result, the blockchain community is working diligently to develop trustworthy
oracles (Gueye & Chaifetz, 2025). One method is the use of decentralized oracle networks (DONs), such as
Chainlink, where multiple sources provide data, and the result is determined by consensus or averaging.
This makes it difficult for a single bad actor to influence the outcome. Chainlink is also working on version
2.0, which plans to add enhanced security and even allow oracles to run some computations off-chain
(Breidenbach et al., 2021). Another method is to use incentives, where oracle providers are required to post
collateral and forfeit it if they send incorrect data. This gives them a strong reason to be honest.

In auditing, oracles can be used to bring data from company systems or sensors into the blockchain.
For example, in a supply chain audit, temperature readings or GPS locations from sensors can be recorded
on the blockchain using oracles. This provides auditors with a permanent record of conditions during
shipping that cannot be altered. A review from Zhang et al. (2025) on blockchain auditing explains that
while blockchain can protect the data once it is recorded, it cannot prove that the event happened in the real
world. This is the core problem with oracles. Because of this, audit and legal rules must be in place to verify
and confirm that what is recorded on the blockchain accurately reflects the actual events. In practice, this
may involve combining blockchain records with traditional audit evidence or utilizing verified oracle
providers. Looking ahead, some experts believe that oracles themselves could undergo decentralized checks
or audits. New technologies, such as multi-party computation or trusted hardware, could help make data
feeds more reliable. For now, oracles are a key component of financial systems on blockchain, but they
remain a weak point. They enable smart contracts to respond to real-world events, but they also reintroduce
the need to trust someone. This trust must be managed carefully, utilizing both technology and effective
governance.

2.5. Zero-Knowledge Proofs and Privacy-Preserving Models

Zero-knowledge proofs, or ZKPs, are a powerful type of cryptography that is gaining importance in
blockchain finance. They help solve problems related to privacy and scalability (Sun et al., 2021). A ZKP
enables one person (the prover) to demonstrate to another person (the verifier) that something is true, without
sharing any additional information. In blockchain and finance, this means it can prove a transaction is valid
without revealing details such as who was involved or the amount of money sent (Lei Zhou et al., 2024).
For example, a ZKP can confirm that the sender has sufficient funds and that the transaction adheres to the
rules, while keeping the actual amount and identities private. This idea is already used in privacy-focused
cryptocurrencies like Zcash. Zcash uses a special type of ZKP called zk-SNARKSs to make transactions that
are hidden but still verified by the network. This way, the system stays secure and transparent, while keeping
sensitive data private (Chen et al., 2022).

In decentralized finance, ZKPs are mainly used for two things: privacy and scalability. For privacy,
ZKPs can hide personal or financial details during trading or lending. For example, a DeFi exchange could
use a ZK rollup (explained later) to match buy and sell orders and complete trades without showing every
user's order in public. This would provide users with privacy, similar to traditional dark pools, while
maintaining a fair and decentralized system. ZKPs are also very useful in auditing . Instead of giving auditors
access to all sensitive transaction data, a financial institution could provide them with cryptographic proof
showing that certain rules are followed, for example, that the company’s liabilities are not greater than its
assets, without sharing the actual numbers or client information. This idea is still new, but it fits well with
privacy laws and the idea that auditors only need to see what’s necessary. In the future, this type of zero-
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knowledge auditing could enable auditors to verify whether a company is adhering to the rules by utilizing
proofs, rather than requiring full access to all the data (Ajayi et al., 2024).

On the scalability side, zero-knowledge proofs are a key component of Layer 2 solutions, known as zk-
rollups. A zk-rollup processes many transactions off the main blockchain and then creates a small
cryptographic proof that confirms all those transactions were valid. This proof is then sent to the main chain,
which only needs to verify the proof, rather than checking each transaction individually. This makes the
system much faster and lighter, since one proof can confirm hundreds or even thousands of transactions. zk-
rollups are already operational on Ethereum through projects like zkSync, StarkNet, and Polygon’s zkEVM,
demonstrating that these systems can handle high transaction volumes while maintaining the full security of
the Ethereum network. This proof also ensures that, even though the actual work is done off-chain, the result
remains correct and trusted. Some zk-rollups, such as Aztec Network, also incorporate encryption to
maintain the privacy of transaction details while still benefiting from the speed and efficiency of rollups
(Sun et al., 2021).

The potential of zero-knowledge proofs in blockchain is also gaining attention in academic research. A
recent 2024 study in Security and Privacy noted that ZKPs can ease the computational load of verifying
transactions, helping blockchains support more users and transactions while maintaining privacy and
security. This means ZKPs can help blockchains grow without compromising decentralization, by
performing the heavy work off-chain and simply proving it on-chain in a concise and reliable manner. From
a privacy perspective, ZKPs enable blockchains to conceal certain data while still proving its validity,
thereby avoiding the typical trade-off between openness and confidentiality. For example, a user could prove
they are over 18 or have a sufficiently high credit score to access a financial service without sharing their
actual age or credit report. This type of proof can help meet regulations such as KYC or AML in DeFi
without compromising full control of personal information (Lei Zhou et al., 2024).

3. Results
3.1. Blockchain in DeFi vs. Auditing

This section compares how blockchain is utilized in decentralized finance and auditing, examining how
each setting addresses performance, security, and practical applications. It focuses on key areas, including
the number of transactions the system can handle, associated costs, trust and security management, data
privacy levels, and the system's compliance with relevant rules and regulations. The aim is to highlight both
the differences and similarities between what DeFi platforms require, such as open access and the ability to
integrate multiple services, and what audit systems necessitate, including robust evidence that records are
accurate and cannot be altered. Different blockchain technologies offer different strengths in meeting these
needs.

3.2. Performance and Scalability

Throughput and latency are key performance measures for financial platforms, indicating the number
of transactions a system can handle per second and the speed at which they are confirmed. Public DeFi
platforms, such as those on Ethereum, have long struggled with low throughput. The Ethereum mainnet,
operating under Proof-of-Work, could process only around 10 to 20 transactions per second, with 15 TPS
often considered the real-world limit. This is far below centralized systems like Visa, which handles about
2000 TPS. When DeFi became popular, the Ethereum network often became crowded, causing delays and
high transaction fees, making it hard for users with small transactions to participate. Ethereum’s shift to
Proof-of-Stake and the growth of Layer-2 solutions are helping to improve this. Rollups, both optimistic
and zero-knowledge types, can increase throughput into the hundreds or more (Hu et al., 2019). However,
optimistic rollups can add delay due to challenge periods lasting up to a week, while ZK-rollups confirm
faster because their proofs are verified upfront. Regarding latency, Ethereum's block time is approximately
12 seconds, meaning a basic transaction can be confirmed in under a minute. However, in DeFi, actions
often involve several on-chain steps, which adds to the total time (Hu et al., 2019).

Permissioned blockchains used in enterprise or audit settings typically offer significantly higher
throughput and faster confirmation times compared to public chains. Hyperledger Fabric, for example, is
built to run in controlled environments and can handle thousands of transactions per second. Tests and real-
world deployments show that Fabric can reach over 2,000 TPS, with final confirmation times often under a
second or within just a few seconds. Since there is no open mining process or need to broadcast to thousands
of unknown nodes, these networks can utilize fast and efficient consensus methods, such as variations of
Byzantine Fault Tolerance, among a small group of trusted participants. In an audit network with only about
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10 nodes, such as a company, its auditors, and regulators, consensus can be reached almost instantly. Once
the required number of nodes sign a block, the data is final (Hu et al., 2019). This setup works well for real-
time auditing, where systems constantly feed data and auditors require immediate alerts if an issue arises.

Still, the performance gap between public and private blockchains is getting smaller as new
technologies are developed. Public chains are improving their speed through techniques like sharding, which
is planned for Ethereum and already used in networks like Polkadot and other modern Layer-1 blockchains.
Layer-2 solutions that handle processing off the main chain are also helping public networks reach higher
transaction speeds (Mohan, 2019). On the other hand, systems like Hyperledger Fabric can also face
limitations, particularly as the number of participants increases or when the network spans different regions.
Delays between nodes and the cost of maintaining full data consistency can slow down the process. A recent
study has shown that, although Fabric performs significantly better than Ethereum in small setups, it may
still be insufficient for very large-scale systems, such as national-level retail payments, without significant
changes. For example, researchers developed a new version called Fabric-X, which achieved approximately
20,000 TPS by modifying certain aspects of the system, including how it verifies transactions and handles
disk operations (Mohan, 2019). This indicates that while both public and private chains are improving, each
still faces its own unique scalability challenges. Public chains handle the weight of decentralized consensus,
while private chains must manage technical limitations in infrastructure and coordination as more members
join.

In decentralized finance, transaction fees are a fundamental component of how the system operates. On
Ethereum, every action in a smart contract consumes a resource called gas, and users must pay gas fees to
have their transactions confirmed by the network. These fees can be very expensive, especially for complex
operations such as adding liquidity or executing multi-step trades. In busy times, fees can rise to tens of
dollars or more, making it difficult for smaller users or for use cases that require fast and frequent
transactions. A change in 2021, known as EIP-1559, helped make fees more predictable; however, it didn’t
prevent them from spiking when the network was crowded (Zhang & Zhang, 2023). Due to this, cost
efficiency is one of the primary reasons people utilize Layer-2 networks in DeFi. These systems handle most
of the work off the main chain and only settle final results on-chain, which significantly reduces fees. Still,
users do have to pay some cost to use Layer-2s, including a share of the final proof that gets posted to the
main chain. Other blockchains, such as Solana or Binance Smart Chain, offer lower fees and higher speeds,
but often with trade-offs in decentralization or security (Oh & Sukmana, 2025). Therefore, DeFi users and
developers must decide what matters most when selecting a platform: low cost, strong security, or full
decentralization.

In private or permissioned blockchain systems, transaction fees are typically absent, unlike those found
in public blockchains. The network is run by known and trusted participants, and the cost of maintaining
the system, including running servers and handling data, is covered internally by these members. This means
users who are allowed to use the network can submit transactions for free, as long as they follow the rules
and the system’s capacity isn’t exceeded. This setup feels more like using regular business software, where
actions don’t come with extra costs. It works well in situations with extremely high transaction volumes,
such as tracking millions of events from sensors in a supply chain or an audit system. Since there are no
miners, there’s no need for financial incentives to keep the network running. Some networks may use
collateral from members to ensure honesty, but this differs from the fee-based model on public chains like
Ethereum. However, having no fees means there is a risk that people will overload the system with
unnecessary activity. To prevent this, permissioned systems rely on access controls and agreed-upon rules
to manage who can do what, instead of using fees to limit usage.

Efficiency in resource utilization also differs between public and private blockchains. Public chains,
such as Ethereum, are built for trust without requiring central control, so every node executes every smart
contract, even if it's redundant. This adds overhead but ensures no single party controls the outcome. In
private blockchains, such as Hyperledger Fabric, roles are divided; for example, one set of nodes verifies
transactions, while another simply records them, so not every node has to perform the same work. According
to a review by John et al., removing a central authority in blockchain systems often increases setup and
operation costs because more steps and checks are needed across multiple nodes. In DeFi, for instance, a
trade that a central exchange could finish in seconds may take much longer on Ethereum due to multiple
contract calls and confirmations across the network. In auditing, a simple database lookup might return
results immediately, but checking the same data through a blockchain trail could involve generating
cryptographic proof and multiple layers of verification, which slows down the process. So, in terms of raw
performance, blockchains are generally less efficient than centralized systems. The trade-off is that
blockchains offer better transparency, stronger data integrity, and less reliance on any single party. If those
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benefits aren’t critical, centralized systems are often faster and cheaper. That’s why many DeFi and auditing
solutions today are moving toward hybrid models, utilizing blockchain where it adds the most value, such
as for trust and tamper-proof records, and combining it with off-chain or centralized tools for speed and
usability.

3.3. Security and Trust Considerations

In public blockchains like Ethereum, which now uses proof-of-stake, security is based on economic
incentives. To attack the network and alter the ledger, someone would need to control more than half of the
total staking power, which is an extremely costly and difficult endeavor. This makes large networks like
Ethereum very secure against tampering with transaction history. However, smaller or newer blockchains,
especially those using proof-of-work, have been targeted in the past when an attacker was able to rent
sufficient mining power or accumulate enough stake to control the network. In decentralized finance, if the
base blockchain is attacked, everything built on top of it is also at risk. For example, an attacker could
double-spend collateral or reorder transactions, causing significant damage. Ethereum’s proof-of-stake
system has different risks, like long-range or “nothing at stake” attacks, but these are managed through rules
like slashing and finality checkpoints. In general, DeFi platforms need to build on a secure base layer to stay
safe, which is why most major DeFi projects still use Ethereum. It has a strong record of security, while
some smaller chains have seen hacks or system failures (Stephen & Alex, 2018).

Permissioned blockchains do not face mining-based attacks as public chains do; however, their security
relies on a different model known as Byzantine fault tolerance. This means the system can continue to
function correctly as long as no more than a certain number of participants, often up to one-third, act
maliciously. In a typical audit network comprising a regulator and several firms, the assumption is that most
of these parties are honest and will not collude to cheat the system (Leng et al., 2020). This is similar to how
traditional audits operate, where a certain level of trust is expected and is backed by legal consequences for
fraud. Blockchain can enhance this setup by ensuring that no single participant can alter records alone;
others would detect and reject any tampering. Still, the system does require that a majority of members act
in good faith. If most or all participants attempt to rewrite the ledger together, they may succeed, although
this is less likely if the participants are competitors or subject to strict regulation. In contrast, public
blockchains used in DeFi do not trust anyone by default, relying instead on the idea that attackers would
need to spend a huge amount of money to take control (Chen et al., 2022).

Smart contract bugs are one of the biggest security risks in decentralized finance. Because DeFi systems
are open to the public, attacks can come from anyone around the world, and they often do. In 2022 alone,
reports estimate that around $3.8 billion was stolen from cryptocurrency and DeFi projects, primarily
through bugs in smart contracts or weaknesses in their interaction with external data. Every new DeFi project
introduces new risks, as its code may contain unique issues. To manage this, the DeFi community has
established a robust culture of code reviews, audits, and reward programs for identifying bugs. Still, security
breaches continue to happen regularly. One way to reduce risk is by limiting the capabilities of smart
contracts. Some projects utilize features such as time delays or multisignature approval, allowing developers
to halt the contract or transfer the funds if a problem is identified. However, this adds a layer of central
control. There is always a balance between security and decentralization; contracts with no admin control
are more independent but can be dangerous if they contain bugs, while contracts with admin access may be
safer but require users to trust the people in charge (Stephen & Alex, 2018).

In blockchains used for auditing, smart contracts are often simpler and serve different purposes
compared to those in decentralized finance (DeFi). They may be used to enforce business rules or automate
checks, and are usually created by enterprises with standard software testing methods. The risk of outside
attacks is lower since the network consists of known, trusted participants, rather than anonymous users.
However, if there’s a bug, it could still be misused, either by someone inside the network or by an outsider
if the system is not properly secured. Zhang et al. (2025) highlight that once a flawed smart contract is
running, it can be challenging to stop, as contracts are self-executing and often can't be easily modified. In
a corporate audit setting, this could mean a contract that contains incorrect calculations might continue to
yield inaccurate results until someone notices and the group agrees to correct them. On permissioned
blockchains, updates are easier to coordinate because participants can work together to approve changes.
Still, blockchain does not inherently make code secure. Careful development, testing, and growing use of
tools that mathematically verify smart contracts for errors are all necessary, especially in high-stakes
situations such as financial systems (Leng et al., 2020).
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Oracle and external data risks affect both DeFi and auditing blockchains, but in different ways. In DeFi,
these risks are more severe because public data feeds, often sourced from centralized exchanges or price
sites, directly influence smart contract actions, such as loan liquidations. Attackers have taken advantage of
this by manipulating low-volume markets or feeding fake prices to trick oracles. In auditing systems, oracles
may be connected to a company's IT systems or [oT devices. These can still be hacked or misused, but the
risks typically arise from insiders or compromised hardware, and such issues may be easier to detect using
cross-checks from multiple data sources. In permissioned audit blockchains, the data providers are known
and legally responsible, such as a shipping company sending GPS data. If they send false data, they could
face legal or contractual penalties. In contrast, DeFi is an oracle operator that could act dishonestly and
simply disappear with the money. So, while both areas face oracle risks, the response is different. DeFi is
working on decentralized oracle networks and reward systems to make data more trustworthy, while
enterprise systems focus on connecting reliable sources and sometimes utilize trusted hardware to ensure
the accuracy of the data. (Leng et al., 2020).

Privacy works very differently in DeFi compared to enterprise or audit systems. In DeFi, everything is
public by default; users are only identified by wallet addresses, but all trades, balances, and actions are
visible on the blockchain. While this openness allows anyone to monitor risk and spot problems early, it
also means users have very little privacy. Sensitive strategies or holdings can be exposed, and most DeFi
apps don’t include privacy tools unless added separately. Some newer projects are attempting to address
this issue by utilizing technologies like ZkSNARKS to develop private trading or lending systems (Chen et
al., 2022). In these cases, only the people involved see the details, but others can still verify that the system
is functioning correctly. These solutions are still being tested, but they demonstrate a growing interest in
introducing more privacy to DeFi without compromising trust and transparency.

In auditing, privacy is a key requirement because financial records and personal data are highly
sensitive. A blockchain used for audits must ensure that only authorized users, such as specific auditors, can
access certain information. Permissioned blockchains help by limiting who can access the network, but even
within that group, not everyone should have access to everything. For example, one company should not be
able to view a competitor’s data, even if both are part of the same system. Tools like Fabric’s channels or
data encryption on-chain help manage this. Zero-knowledge proofs can also be used, allowing an auditor to
confirm that data meets certain rules without needing to view the raw data. This means that blockchain
solutions for auditing are typically designed with robust privacy features from the outset. In contrast, DeFi
has focused more on transparency and open access, where user activity is publicly visible. As privacy laws
like GDPR or banking regulations grow stricter, enterprise blockchains may need to store private data off-
chain and only put secure references (like hashes) on-chain. Overall, public DeFi tends toward openness
and flexibility, while audit-focused systems prioritize confidentiality and controlled access, even if it means
sacrificing some decentralization (Xu et al., 2019).

Resilience and system continuity are crucial in both DeFi and auditing blockchains, but the approaches
each takes to address them differ. Public blockchains, such as those used in DeFi, rely on extensive global
networks of nodes. This makes them highly resistant to failure; there is no single point that can bring the
entire system down, and as long as most nodes are honest, the network remains operational. DeFi protocols
often enhance decentralization by utilizing governance tokens, which enable users to vote on changes and
rules (Makarov & Schoar, 2022). On the other hand, audit blockchains are run by a smaller group of known
participants, so they don’t need thousands of nodes. Instead, they often follow standard business practices
for backup and recovery. If a node fails or a key is lost, network members can coordinate to restore service,
rotate keys, or recover data from backups. In DeFi, unique risks can arise from the governance system itself,
such as an individual acquiring enough tokens to influence decisions, potentially allowing them to alter the
rules in harmful ways. Therefore, DeFi must consider not only technical security but also protection against
economic attacks. In contrast, audit systems focus more on traditional IT concerns, such as access control,
identity management, and system recovery, all of which are key components of running a secure blockchain
within a business setting (Carter & Jeng, 2021).

4. Discussion
4.1. Implementation Challenges

While blockchain technologies offer compelling advantages for secure financial transactions, numerous
implementation challenges must be addressed to fully realize their potential in both DeFi and auditing
domains. Some challenges are technical, including scalability limitations, interoperability issues, and
ensuring security in complex smart contract systems. Others are organizational and human-centric, such as
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the need for skilled personnel, changes to business processes, and regulatory acceptance. In this section, we
discuss the key challenges that practitioners and researchers face when deploying blockchain-based
financial solutions, drawing on insights from current literature.

4.2. Scalability and Throughput Limits

Even with new technologies, making blockchains faster and more scalable remains a significant
challenge, particularly for public blockchains like Ethereum. These systems can only handle a small number
of transactions per second and require a significant amount of computer power (Xie et al., 2019). This makes
them difficult to use for applications such as high-speed trading or large-scale payment systems. Layer-2
solutions and newer blockchains attempt to address this by handling more work off the main chain; however,
using them can be confusing and adds extra steps, such as moving tokens between networks. In private
blockchains used by businesses or auditors, it’s also tricky to grow the network without slowing it down.
When more participants are added, it can take longer for everyone to agree on transactions. Another problem
is that blockchains store every transaction permanently, which means the data grows rapidly and can be
difficult to manage. Some projects are testing ways to store only important data on-chain and keep the rest
off-chain, but this approach makes the system more complex (Paik et al., 2019). Researchers are working
on innovative methods to break down the data (such as sharding) and reduce the size of proofs (utilizing
zero-knowledge proofs), but these approaches are still in development. For now, many projects focus on
using blockchain for just the most critical steps, such as final settlement, while handling other parts oft-
chain to stay fast and efficient.

4.3. Smart Contract Complexity and Security

As financial logic moves on-chain, ensuring the correctness and security of that logic is challenging.
Smart contracts often handle large amounts of value, making them attractive targets for hackers. The variety
of potential bugs is wide (reentrancy, arithmetic overflow, logic errors, front-running issues, etc.), and
tooling for secure smart contract development is still developing. While there are static analyzers and formal
verification tools, they require specialized expertise to be used effectively. Additionally, contracts in DeFi
are often composed together (one protocol uses another’s contracts), creating interdependent systems where
a bug in one can cascade into others. The “composability” that is a strength of DeFi is also a risk — it’s akin
to the interconnectedness of financial institutions that can lead to systemic risk. Recent incidents, such as
the cascade of liquidations triggered by a platform’s failure, affecting others, illustrate this. A challenge is
how to implement effective risk controls in a decentralized context. Traditional finance has circuit breakers
and oversight bodies; DeFi may need algorithmic versions of these (for example, contracts that halt trading
if abnormal conditions are detected). For enterprise use, while contracts might be simpler, the challenge lies
in integrating them with legacy systems without introducing vulnerabilities. Smart contracts must be fed
correct input data and their outputs correctly interpreted by off-chain systems; any gap can be exploited (for
example, an attacker might focus on the interface between a corporate database and the blockchain itself)
(Lietal., 2022; Wang et al., 2022; Liyi Zhou et al., 2023).

4.4. Integration and Interoperability

Most financial organizations have complex legacy systems. Replacing or interfacing these with
blockchain platforms is a major challenge. On a technical level, interoperability is necessary between
different blockchains (such as a company’s private ledger and a public chain for specific transactions) and
between blockchains and traditional systems (e.g., ERP, databases). Standards for data formats, APIs, and
identity are crucial but still in flux. Projects like Hyperledger Cactus are attempting to provide
interoperability frameworks. In auditing, one challenge is integrating blockchain-based records with existing
audit software and workflows. Auditors might need dashboards that combine on-chain verification results
with off-chain evidence management. Without seamless integration, blockchain could add, rather than
remove, friction in audit processes. Interoperability between blockchains is also crucial in DeFi — many
DeFi platforms utilize cross-chain bridges to transfer assets between networks. These bridges have proven
to be points of vulnerability (numerous bridge hacks have occurred). A challenge is designing secure, ideally
trust-minimized, interoperability protocols that allow a financial model to span multiple platforms. This is
important because different blockchains offer distinct advantages (one might be faster, another more liquid,
etc.), and a holistic financial system may want to leverage all of them.
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4.5. Regulatory Uncertainty and Legal Challenges

Laws governing blockchain and smart contracts are still unclear in many jurisdictions. For DeFi, this
is a big problem. Projects often span multiple countries, with no clear rules on who is responsible or what
is legally permissible. Big financial companies want to know how to follow the rules, such as verifying who
their users are or protecting consumers, but DeFi doesn’t always make that easy. If a government decides
that a certain DeFi service is illegal, individuals using it could face legal trouble, even if the code itself is
open-source and no one controls it. In auditing, regulators might ask: “Is a blockchain record enough proof?”
or “Does it meet our standards?” There’s also the question of which country’s law applies when a smart
contract is used globally. What happens if there’s a disagreement? Right now, there are no clear answers.
Some people are working on ways to link legal contracts with code, for example, Ricardian contracts, but
the law and blockchain still don’t fit together well. Until legal rules catch up, many businesses may hesitate
to use blockchain for their most critical financial tasks.

4.6. Human Capital and Expertise

To build blockchain systems for finance or auditing, it needs individuals who understand both the
technical and financial aspects. Currently, there aren’t enough experts who possess both knowledge. Many
blockchain developers lack a comprehensive understanding of finance and auditing, while finance
professionals often have limited knowledge of cryptography and blockchain technology. A study by Zhang
et al. (2025) highlighted that this lack of knowledge, particularly in cryptography, poses a significant
challenge in audit work. Auditors and accountants may require new training to effectively utilize blockchain
tools. At the same time, blockchain engineers need to understand how finance works to design effective
systems. To address this, companies and schools are launching programs to educate individuals on all three
aspects — technology, finance, and law. However, until more people are trained, blockchain projects can be
slowed down or cause serious mistakes if the wrong individuals design them. That’s why it's essential to
have mixed teams, comprising tech professionals, finance experts, and legal professionals working together
from the outset.

4.7. User Experience and Adoption

In DeFi, using blockchain applications remains challenging for many people (Tharani & Zelenyanszki,
2022). It needs to manage private keys, understand how wallet apps work, and pay gas fees to make
transactions. Many users lose money because they forget their login credentials or fall victim to scams. Even
if the smart contract is safe, if the wallet is hacked, the money is gone. In business, the way people use
blockchain matters. If accountants must use complex tools or learn coding just to check records, they
probably won’t use it. Blockchain needs to work with the tools people already know. Additionally,
businesses will only adopt blockchain if it clearly helps them save money or work more efficiently. For
DeFi, people will use it more if it gives better results than normal finance and becomes easier to use. Making
the user experience simpler, such as through easier apps, better designs, and teaching people how to use
them, is just as important as building the technology..

4.8. Security of Infrastructure

Beyond smart contracts, the surrounding infrastructure (nodes, wallets, exchanges, oracles) must be
secure. Many attacks target not the blockchain itself but the endpoints — e.g., hacking an exchange or a
wallet to get private keys. In enterprise blockchains, if an adversary compromises one organization’s node,
they might tamper with data that that node is responsible for submitting (Gupta et al., 2023). Ensuring robust
cybersecurity practices around blockchain deployments is critical. This includes key management (use of
HSMs or multi-signature schemes), network security (preventing DDoS attacks on nodes), and continuous
monitoring. The nice property is that blockchains usually make data tampering evident (due to consensus
rules), but an attacker could still disrupt availability or attempt to insert fraudulent transactions if they gain
control of a participant’s credentials. As blockchain use grows, it becomes part of the larger attack surface
of financial systems; thus, it must adhere to the same, if not higher, security standards as other
mission-critical systems (Li et al., 2022; Wang et al., 2022; Liyi Zhou et al., 2023).

5. Conclusions and Future Research
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5.1. Conclusions

Blockchain has introduced a new way to manage and record financial transactions. This review
examined the application of blockchain in decentralized finance (DeFi) and financial auditing. It focused on
performance, security, and real-world challenges. In DeFi, platforms like Ethereum have demonstrated that
complex financial services can be executed without the need for banks or intermediaries. Smart contracts
enable the trading, lending, and issuance of assets using only code. These systems offer transparency and
global access, but they also face challenges such as high fees, slow speeds, and security risks. Ethereum’s
upgrades, such as Proof-of-Stake and Layer 2 networks, aim to address these issues. Security audits are also
crucial for establishing trust in decentralized finance (DeFi) systems. For auditing and enterprise finance,
blockchain’s features, such as tamper-proof records and shared ledgers, can enhance trust and efficiency.
Some companies have achieved significant time savings by using blockchain for auditing tasks. However,
there are still problems: blockchains don’t easily connect to real-world events (oracle problem), traditional
systems are difficult to integrate, and rules for using blockchain in audits are still in development.

This paper compares public blockchains, such as Ethereum, to private ones, like Hyperledger Fabric.
Public chains offer openness but are slower and less private. Private chains are faster and more secure but
require trust in known participants. Each has different use cases. A mix of both, a hybrid model, may be the
future, where public chains handle settlement, and private ones manage transactions. Key challenges remain
scaling, security, regulation, and connecting different systems. But progress is happening. New tools, such
as zero-knowledge proofs and improved scaling methods, are becoming a reality. These can help
blockchains offer both privacy and performance. Regulators are also starting to respond and create new rules
for blockchain use. Looking forward, a team effort is needed. Developers, finance experts, auditors, and
regulators must collaborate to create secure, compliant, and practical systems. Some experts suggest
establishing shared standards and training individuals in both technology and finance. This could lead to a
more trusted and efficient financial system. In short, blockchain already shows strong potential in both DeFi
and auditing. With continued progress and collaboration, it could become a key part of everyday finance
and trust-building in the financial world. A future where both decentralized and traditional systems work
together is not only possible but also already starting to take shape.

5.2. Future Research

Blockchain is rapidly transforming the way financial systems are perceived. As seen in earlier sections,
there are significant opportunities, as well as substantial challenges. This section examines the next steps
for research and development to address current issues and unlock new applications in both decentralized
finance (DeFi) and blockchain-based auditing. These ideas include technical upgrades, enhanced teamwork
across various fields, and refined rules and standards.

1. Scaling Solutions and Performance Enhancements: One of the biggest goals is making block-
chains faster and able to handle more transactions without losing security or decentralization. A
lot of attention is on “Layer-2” solutions, which help move most activities off the main blockchain
to reduce traffic. New rollup systems, especially those utilizing zero-knowledge proofs, are be-
coming more advanced and can support more complex applications. Ethereum, for example, is
working on a feature called “sharding” to divide the network into smaller parts that operate in
parallel; however, further work is needed to ensure these parts communicate effectively with each
other. For private blockchains, researchers are exploring methods to accelerate transactions using
advanced hardware, such as GPUs. Some are even exploring new types of blockchain systems,
such as DAGs or other non-linear methods, which may offer significantly higher speeds. Addi-
tionally, it’s essential to have fair ways to measure performance, so new tools are being developed
to test how fast and efficient these systems truly are.

2. Smart Contract Security and Verification: Smart contracts are powerful but risky. Bugs in the
code can lead to big losses. Future research focuses on making contracts safer by utilizing tools
that can verify the logic before the contract is deployed. Some languages are being built to help
developers write contracts that can be mathematically checked to avoid errors. Others are working
on tools that utilize Al to identify bugs in code by recognizing patterns observed in previous
hacks. There is also interest in creating contracts that can monitor themselves and shut down or
alert someone if something appears to be wrong. Insurance for smart contracts is growing too.
Some DeFi projects already offer coverage in case of hacks. In the future, smart contract audits
may become more similar to traditional IT audits, with standardized methods and clear reporting.
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3. Interoperability and Cross-Chain Finance: In the future, we’ll likely have many blockchains
working together. This means that assets and data should be able to move easily between different
networks, including public, private, and enterprise networks. Research is ongoing to develop
bridges and standards that enable this and ensure security. Projects like Cosmos and Polkadot are
already working on these ideas. One exciting path is to use zero-knowledge proofs to enable one
blockchain to prove to another that something has happened, without sharing all the details. This
could help link private audit systems with public financial apps. It also means connecting with
existing company systems using middleware and APIs. But to make all this work, we’ll also need
shared rules about how data should be formatted and how digital assets should be identified.

4. Privacy-Enhancing Technologies: Keeping a balance between privacy and transparency is an-
other big topic. Zero-knowledge proofs are likely to play a bigger role, not just in scaling, but
also in hiding sensitive information while still proving that a rule was followed. Some DeFi apps
are already working on this, such as exchanges where trades are hidden but still transparent and
fair. In auditing, we may encounter systems where a company can verify the accuracy of its fi-
nancial data without providing every detail. This could enable a new type of audit that respects
privacy while ensuring accuracy. Confidential computing, which lets encrypted data be processed
in secure hardware, may also be combined with blockchain in the future.

5. Regulatory Technology (RegTech) and Governance: It’s not just about technology. We also need
better rules and systems to manage the operation of blockchain networks. In DeFi, an increasing
number of projects are being managed by DAOs (decentralized autonomous organizations). How-
ever, we still need to study how these groups operate, how to prevent attacks on their governance,
and how to grant them legal status. In enterprise systems, governance is about sharing control
fairly across different companies and maintaining the system's integrity. Research is needed on
how groups, such as audit firms, could share a blockchain and establish trust in it. We also need
to establish guidelines for handling blockchain data in reports and audits. Governments and reg-
ulators are testing blockchain, for example, by using it for tax purposes or digital currencies. In
the future, we may see smart contracts that follow rules by design, automatically blocking illegal
actions.

6. Cross-Disciplinary Collaboration: Many of these problems need people from different back-
grounds to work together. For example, building a legal and functional smart contract for a com-
plex financial product requires expertise from finance, legal, and development professionals.
More universities are creating programs that mix blockchain with business, law, and tech. Re-
search papers on blockchain are now appearing in top finance and accounting journals. This mix
of knowledge can lead to better designs, such as incorporating economic ideas into fair govern-
ance models or utilizing risk models to design safer blockchains.

Thus, blockchain has a bright future in finance and auditing. Areas such as speed, security, privacy,
and regulation are improving rapidly. Over the next few years, many of the current problems could be
addressed. We may see central banks utilizing blockchain for digital currencies or large firms employing it
regularly for audits. If all parts come together, technology, law, policy, and education, blockchain could
become a strong base for a more open, safe, and efficient financial system. The future will likely combine
decentralized tools with traditional systems, working together to enhance the way finance works for
everyone.
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